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What is Cryptocurrency

Definition: 

● At the core, it’s an open ledger keeping 
track of account balances

● Copy of ledger maintained across the 
nodes in the network
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Distributed Ledger

Account based ledger (Not - Bitcoin)

time

Create 25 coins and credit to Alice ASSERTED BY MINERS

Transfer 17 coins from Alice to Bob SIGNED(ALICE)

Transfer 8 coins from Bob to Carol SIGNED(BOB)

Transfer 5 coins from Carol to Alice SIGNED(CAROL)

Transfer 15 coins from Alice to David SIGNED(ALICE)
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Distributed Ledger

Account based ledger (Not - Bitcoin)

time

Create 25 coins and credit to Alice ASSERTED BY MINERS

Transfer 17 coins from Alice to Bob SIGNED(ALICE)

Transfer 8 coins from Bob to Carol SIGNED(BOB)

Transfer 5 coins from Carol to Alice SIGNED(CAROL)

Transfer 15 coins from Alice to David SIGNED(ALICE)
is this valid?
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Distributed Ledger

Account based ledger (Not - Bitcoin)

time

Create 25 coins and credit to Alice ASSERTED BY MINERS

Transfer 17 coins from Alice to Bob SIGNED(ALICE)

Transfer 8 coins from Bob to Carol SIGNED(BOB)

Transfer 5 coins from Carol to Alice SIGNED(CAROL)

Transfer 15 coins from Alice to David SIGNED(ALICE)
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Account Value

Alice 13?

Bob 9

Carol 3

David ?



Distributed Ledger

Account based ledger (Not - Bitcoin)

time

Create 25 coins and credit to Alice ASSERTED BY MINERS

Transfer 17 coins from Alice to Bob SIGNED(ALICE)

Transfer 8 coins from Bob to Carol SIGNED(BOB)

Transfer 5 coins from Carol to Alice SIGNED(CAROL)

Transfer 15 coins from Alice to David SIGNED(ALICE)
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Problems:

● Validity

● Authenticity 



Distributed Ledger

Transaction-based ledger (Bitcoin like)

time Input: Φ
Output: 25.0 à Alice 
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Input: 0[0]
Output: 17.0 à Bob, 8.0 à Alice

Input: 1[0]
Output: 8.0 à Carol, 7.0 à Bob
Input: 2[0]
Output: 5.0 à Alice, 3.0 à Carol

Input: 1[1], 3[0]
Output: 15.0 à David

0

1

2

3

4 is this valid?

SIGNED(BOB)

SIGNED(ALICE)

SIGNED(CAROL)

SIGNED(ALICE)

GENESIS



Distributed Ledger

Transaction-based ledger (Bitcoin like)

time Input: Φ
Output: 25.0 à Alice 
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Input: 0[0]
Output: 17.0 à Bob, 8.0 à Alice

Input: 1[0]
Output: 8.0 à Carol, 7.0 à Bob

Input: 2[0]
Output: 5.0 à Alice, 3.0 à Carol

Input: 1[1], 3[0]
Output: 15.0 à David

0

1

2

3

4

We implement this with 

hash pointer 

Not valid 

Finite scan to check 
for validity

COINBASE

SIGNED(BOB)

SIGNED(ALICE)

SIGNED(CAROL)

SIGNED(ALICE)



Transaction-based Ledger

● Each new  Transaction refer to earlier 

unspent transaction.
● Validity checked by miner
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Block Chain
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● Public ledger, an ordered and 

timestamped record of transactions
● New block added based on network 

consensus.

● Proof of work: 
○ Cryptographic Puzzle

○ Takes advantage of random nature 
of hash algorithm.



Hash rate and Difficulty
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What is Cryptocurrency

Definition: 

● At the core, it’s an open ledger keeping 

track of account balances transactions

● Distributed system that lets a group of 
computers maintain a ledger.
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Sign and Verify Transaction

● ECDSA to Verity the authenticity

● Bitcoin, Litecoin, Ethereum

○ Secp256k1

○ Private key to sign transaction

○ Public key to verify transaction 
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Bitcoin Transaction

● Input Transaction

● Output Transaction

● Bitcoin scripting language
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2609 bitcoin lost in transaction
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Problems

● Gap between User and Cryptocurrency

● Private keys 

○ Keeping track of private keys

○ Ensuring the security of keys
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Wallets

● Bridge the gap between User and Cryptocurrency

● Easy way to perform transaction

● Key management
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Wallet Services

● Generate Private keys

● Derived corresponding public key
○ Monitors for output spent on public key

● Create and broadcast the signed transaction
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Goals

● Availability 
○ We can able to spend out coins

● Security 
○ Nobody else can spend out coin 

● Convenience 
○ Relatively easy to use 
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1. Paper Wallet

● Stores keys on paper

● Availability: As your device
○ Paper lost / damage à Key lost àCoins Lost

● Security: As secure as money in vault
○ Security compromised  à Key leaked àCoins stolen

● Convenience: Very Inconvenient 
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2. Random Independent wallets

● Loose-Key wallets also called  “Just a Bunch Of Keys(JBOK)”

● Generate keys using PRNG

● Convenience: Very Convenient

● Availability: As your device
○ Device lost / Wiped  à Keys lost  à Coins Lost

● Security: 
○ Device compromised à Keys leaked à Coins Stolen
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3. Deterministic wallets

● Generate Private keys based on seed value

● Example : 
○ Privatekey1 = hash(seed || 1)

○ Privatekey2 = hash(seed || 2)

● Drawback:
○ Single point of failure
○ Need backups

○ Public/ Private keys stored in the same device
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7208 Bitcoins lost due to backup mix-up
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4. Hardware Wallets

● Special purpose security hardened device

● Private keys stored in device securely

● Convenience: Convenient

● Availability: Depends on device
○ Device lost / Wiped  à Keys lost  à Coins Lost

● Security: 
○ Very Secure
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5. Cold Storage Wallets

● Divide wallet into Online and Offline wallet

● Keep private key offline 
● Monitor for transaction using public keys
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How to design cold storage wallet?

● Separate Send to addresses and Receiving addresses

● Awkward Solution:
○ Generate a big batch of addresses/keys beforehand

● Drawback: 
○ Periodically need to connect Hot side with cold side
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ECC Point addition

● Private key and Public key  
○ point(private_key) = public_key

○ private key: large integer

○ public key :  point on the curve
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Hierarchical Deterministic wallet

● Homomorphism feature of discrete-log based cryptosystem(ECDSA)

○ Private key and Public key  

■ point(private_key) = public_key

■ private key: large integer

■ public key :  point on the curve

○ Homomorphism in ECDSA:

■ private_key_new =  (private_key1 + privatekey2) %G

■ point(private_key_new) =  point(private_key1) + point(private_key2)

■ public_key_new = public_key1 + public_key2
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+ Arithmetic  addition
+ Elliptic curve point addition



Hierarchical Key Generation
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Hierarchical Key Generation
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Hierarchical deterministic wallet 

Offline Side
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Online Side



Master Key Creation

● HD wallets are create from single root seed 

● Everything else deterministically derived from root seed 
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Extended Keys
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● [ version ][ depth ][ parent fingerprint ][ key index ][ chain code ][ key ]

● 4-byte Version
○ Private Key: Mainnet(0x0488ADE4)/Testnet(0x04358394 )
○ Public Key: Mainnet(0x0488B21E)/Testnet(0x043587CF )

● 1-byte Depth
● 4-byte Fingerprint of parent

○ First 4-bytes of Hash160 (parent pubic key)

● 4-byte Index Number
● 32-byte Parent Chain Code
● 34-byte Key

○ Private Key: 0x00 + 32 bytes private key

○ Public Key: 34 byte compressed public key

● 4-byte Checksum



Child Private Key Generation

● Parent Private keys àParent Public keys

● Index Number

● Parent Chain Code
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+

+ Arithmetic  addition
+ Elliptic curve point addition



Child Public Key Generation
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● Parent Public keys

● Index Number

● Parent Chain Code

+

+ Arithmetic  addition
+ Elliptic curve point addition



Problem with the key derivation

● Leaked child private key and Leaked chaincode can be used to derive all the other child private 

keys
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● pubkeyi+1← pubkeyi + ni · G

● If  

○ privkeyi+1 is compromised 

○ chaincodes public or know to 

attacker

● Solve for 

x:  x + ni = privkeyi+1 mod order(G)



Hardened Keys
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● Extended public keys contains the chaincode

● Hardened derivation breaks the relationship between 

parent public keys and chaincode

● Use parent private key to derive the child chain code

● bip44:

○ m /

○ purpose’ /

○ coin_type’ /

○ account’ /

○ change /

○ address_index



BIP 32
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Architecture
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Demo

● Used API and Library : 
○ Bitcoin Testnet

○ Bitcoinjs-lib  (https://www.npmjs.com/package/bitcoinjs-lib)
○ Blockchain.info API (https://testnet.blockchain.info/)

https://www.npmjs.com/package/bitcoinjs-lib
https://testnet.blockchain.info/
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Capstone Project

● Implementation of convenient,  secure wallet
○ Improve convenience
○ Recoverable keys (Availability)

○ Cryptographically secure (Security)
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Future work

● Multisignature transaction

● Seed Generation  (Bitcoin improvement proposal 39)
● Secret sharing scheme



Thank you !
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